I" #$$%

&
O«
)
"SI, %%
- ((
/(0 .
1.
2 3 4 1. ( (
(. +
5 6 +17% "
( (0 "’ (
( +o+ 8 (
.+ " +
( 0
3" 9
39#: +
+ 5 6 +
& o<:
0
( .
" 0 . 5 6
o (
5 ( ( 6
= 56" (
9> ? %
) @ $
mnm( (
@ # $
5 ( 6
S ( ( 6@ <
# 2
0 +



3 o#: ( A 3 B (( 5AB6
3 B((5 B6 A B+.
oo 3 9,
! 1.
( 1. -+,
+ (
+ ( (
. 1.
- + C D
1.
&( ,5&(# 3" 9,:6 (
( 5 "1. ! 6"
5 ) 6"
" ( +.
) ( 5
( 6 1. 5
+. 6
1: Fuole Assimn/Revoke
% - Role
. Server
A{in%%%ﬁ:{tnr e
) o T l;»;;k
Access Peques: Information N
2 Welb Server (with  7.8: 28
Rl User-Dased Request 2 5- Credentisls Request
Fequest Auth-Tnfo) Transactions {Roles = Auth-Info.*) Transactions
e e Forr - — —
Client
% ‘ (Browser) - -
User 23 17 1L 16 110:
Eaole- “Validation Transaction “alidaton Transaction
Fequest Besult Blesults Fesult Flesults
Fesult
* Authentication Information can be either user-based or host-based.
- + 4 1. 1.
C D =
= 4 (  &( #5&( < 3" 9,:6'
! 3
) 3
&( " ( 1. "
= - &( #
4
(0 2
3 5 3" 9,:6




. # +
3 @ < + (C D @
> + ( B( ( @ "
% + ( 3 B (( *
( 3 + +
n E 3
1: Rols AszisnRevoke 1.3a: Fole Infonmstion
% * Role *
Server
—nl— —lf—
."Js.{in‘.lFill?llE?tml'Df 1.2: Process Fesult 2.2a: Fequest User Foles
Access
“Web Server (with 24 1.5
Tzer-basad Fequest - A et
Aush-Tnfo ) Transacrions "l'éﬁ'?'h}?; E‘f;;:i:ﬂani
— - — - - —_— —_—
/9( Client e
g - - {Browser) - __]‘ v
User .-";'.L;];Euﬁl:aﬁl:lﬂ. };I’E.!ISBET_I:G; ;’;thenﬁ:aﬁm; ;rs:lsa-:tim;
Fesul: Fesults Fesult Fasulis
* Authentication Information can be either user-bazed or host-based.
1.
1 1.
3 " 1 . " 3 [1]
F " 4 ) .4 4
1 . [1] 1 . 1]
( 4 1. 3
3
0 n 3" 9, .
" 3 1
( 1. "=
( — n 1 F
3 n . n
3 =
3 n 3 n n
1 n & ( ’II 3
n n n ( (
6II " 1 . 3
9, 3 ? 3 "+
n 3 + ( 3 n 3



,6
3 5 ## &( .6 3

,6

A %3$!

A %$$
A %$!



A %3!

5 B6"



(
(
#+ &
((
% |
4
B( (
(+
(
4
%
+
(6 .
+
&( #6"
. 3
&( #6
& (

F F
( (  9%:"
(
+
(
(
4
+ (
) ("
A %$$+.
B B
9,:5 & (
= .4
( #< & ( #6
"5 #,
B B
B B
5 #< &( #6
5 #> #.9$
<



% &
((
(
(( S
o1 - B
(0 ( "
)
" 39"
+ (;
3 B((5 B6
SAB6 B B A B+ .
B (0
( B
B + &
4 ( "
+ 4 1. A
+
" 3 9#:
G " o
( &( <5&( # "
5&( #6  BG
1. B 4
( (
3 .

E Diimpley mecerrs

2 Audeentcation

3 Beapuact rekoustas ;

2y ;

(0

(( F

EEriTenrNent
—

Eode Dneahace

(LDAP Server)
[

(e
+ Fagmast role mmformetion
» 5 Remra rols miormation

& Bt arcsas comiral decision
i

Collaboradion of web server: | Fenrn eccess commol decition

#)



/ 5 # &( <6 3 4 1. 5
< &( <6" 1. 4 = AB G
(15 > &( <6 G 4
B 4 . 5 > & ( <6 = .3
B G 5 % &( <6 & G
1 AB 5 % &( <6
B 1
5 * &( <6
5 E &( <6 - " 5 7
&( <6
+ &
3 9#: -
( 0
(1. . ( 4 C(
. " 1.
BG
+ (B >
) |
3" 9, ( ( + +
0
S "4 2)8
( + @ (
0 ) +
1.
1 /.3 +
.3
3
- ) I
User-Pull Architecture Server-Pull Architecture
User's convenience Low High
Performance High Low
Reusability High Low
Role freshness Low High
Single-point failure Low High
+ (
1.
= 3 +



1. + +
( ( 4 I
3 9, ( 4
+ +
+ .4
4
&
( ( 0 +
(
1 3 = /
( 4 0 1
/
(- ( ( + =
( + + (
0
(0 H - ( 5H- 6
#$$, "/ - 5/ (0
- 6 A B
5A . 3 B((6" . 0
AB
3" 9, " 39#:"
- 0
( G" G" 3 A %$! 3
+.
( 3 3
* . 3 .
3
9 J 3 G C + 1."D
">56"&. #$S$,
O#: "G " J 3C 3 B((5 B6
+, 5 6'D | "# !
$ " HESH
o<: & ; C + "D %&
Lo Ng
9>: "o"1& " K C + "D
"#I5#6" & . S
9%: B. "I " " 2 " " J "C (
+ "D 1) )

G 5 6" <E+>7" ("J #$$<

(((



